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1. POLICY STATEMENT 

At Jolesfield Primary School, we recognise that online safety is an essential part of 
safeguarding and that all children have the right to be safe, both in the physical and digital 
world. This policy sets out our approach to ensuring that pupils, staǣ, parents and volunteers 
can access technology safely, responsibly and confidently. 

The policy aligns with: 

●​ Keeping Children Safe in Education (KCSIE) 
●​ Working Together to Safeguard Children 
●​ DfE Teaching Online Safety in Schools guidance 
●​ DfE Filtering and Monitoring Standards 
●​ Ofsted Education Inspection Framework (EIF) expectations 
●​ UK GDPR and Data Protection Act 2018​

 

Online safety is embedded across safeguarding, the curriculum, behaviour, anti-bullying, 
RSHE, Computing, ICT, staǣ conduct and remote learning. 

2. AIMS 

Our aims are to: 

●​ Protect pupils from harmful and inappropriate online content, contact, conduct and 
commerce. 

●​ Provide a safe digital environment through technical filtering, monitoring and robust 
safeguarding practice. 

●​ Teach pupils to use technology critically, creatively and responsibly. 
●​ Support staǣ and parents to develop confidence in managing online risks. 
●​ Ensure compliance with statutory duties and best practice guidance.​

Monitor and evaluate online behaviours and respond swiftly to concerns. 

3. SCOPE 

This policy applies to: 

●​ All pupils 
●​ All staǣ, governors, volunteers and visitors 
●​ All digital devices used on-site or remotely for school purposes 
●​ All online platforms, tools, systems and networks used by the school 
●​ All AI tools and filtering systems used in teaching, learning, communication or 

safeguarding 

4. ROLES AND RESPONSIBILITIES 

4.1 Governing Body 

The governing body will: 

●​ Approve, review and monitor the eǣectiveness of this policy. 



 

●​ Ensure the school meets DfE filtering and monitoring standards. 
●​ Receive termly or annual safeguarding reports that include online safety, AI use and 

Smoothwall activity. 
●​ Support leadership in maintaining a culture of safeguarding, including online safety. 

4.2 Headteacher 

The Headteacher will: 

●​ Promote a strong safeguarding culture throughout the school’s digital practice. 
●​ Ensure staǣ and pupils understand expectations regarding online behaviour and 

safety. 
●​ Allocate time, resources and training for online safety and filtering/monitoring 

systems. 
●​ Approve AI tools and ensure compliance with data protection and safeguarding 

frameworks.​
 

4.3 Designated Safeguarding Lead (DSL) 

The DSL (and deputies) will: 

●​ Lead on all online safety concerns and coordinate responses. 
●​ Oversee the use of Smoothwall filtering and monitoring and review relevant 

safeguarding alerts. 
●​ Ensure online safety training for staǣ is delivered regularly and updated as risks 

evolve. 
●​ Ensure online risks form part of individual and whole-school safeguarding risk 

assessments. 
●​ Maintain oversight of AI use in teaching and learning and its safeguarding 

implications. 

4.4 Staǣ and Volunteers 

All staǣ must: 

●​ Read and understand Part 1 of KCSIE and follow all related policies. 
●​ Model safe, responsible and respectful online behaviour. 
●​ Use only school-approved platforms, AI tools and communication channels. 
●​ Immediately report online safety concerns, incidents or inappropriate content. 
●​ Support pupil use of technology through supervision and instruction. 

4.5 Pupils 

Pupils are expected to: 

●​ Follow their age-appropriate Acceptable Use Policy (AUP). 
●​ Use technology safely, kindly and responsibly. 
●​ Report any uncomfortable or unsafe online experiences to a trusted adult. 



 

●​ Never share personal information online. 
●​ Never share logins and passwords 
●​ Use AI and online tools only as and when directed by a teacher. 
●​ Sign the school contract linked to safe online practice​

 

4.6 Parents and Carers 

Parents/carers are encouraged to: 

●​ Reinforce online safety expectations at home. 
●​ Supervise and restrict children’s use of devices, AI tools and online platforms. 
●​ Engage with school guidance, workshops and updates. 
●​ Report concerns to school promptly. 
●​ Ensure that SMART watches are either not worn or have all additional features such 

as messaging, camera etc disabled 
●​ Notify school if their child has permission to walk to and from school (Y5 and above) 

and has a phone, which must be handed to the school oǤce on arrival and collected 
on departure 

●​ Not permit their child to bring any electronic device to school unless the previous 
statement applies 

5. CURRICULUM: TEACHING ONLINE SAFETY 

Online safety is taught explicitly through: 

●​ Computing 
●​ RSHE  
●​ Assemblies, theme days (e.g., Safer Internet Day) 

Teaching includes: 

●​ Understanding online risks (content, contact, conduct, commerce) 
●​ Recognising trustworthy information and misinformation 
●​ Developing digital resilience 
●​ Respectful communication and cyberbullying awareness 
●​ Privacy, data protection and responsible sharing 
●​ Critical evaluation of digital content, including AI-generated information​

 

Online safety education is responsive to emerging risks and tailored to age and ability. 

6. ACCEPTABLE USE OF DIGITAL TECHNOLOGIES 

●​ All users must follow the relevant Acceptable Use Policies. 
●​ Only school-approved devices, platforms and accounts may be used for school work. 
●​ Staǣ must not use personal accounts or devices to communicate with pupils.​

 



 

●​ Pupils’ personal devices (e.g., phones, smartwatches) are subject to the school’s 
behaviour and mobile device policy. 

●​ All digital activity on school systems is subject to monitoring. 
●​ School Ipads and Go Pro cameras are to be used for taking appropriate photos and 

videos of children.​
 

●​ 7. SMOOTHWALL FILTERING AND MONITORING 

To ensure a safe digital environment, Jolesfield Primary School uses Smoothwall Filter and 
Smoothwall Monitor, providing real-time content analysis and safeguarding oversight. 

7.1 Smoothwall Filtering 

●​ Smoothwall provides content-aware, real-time filtering that analyses webpages as 
they are accessed. 

●​ Filtering rules are age-appropriate and customised for groups (e.g., KS1, KS2, staǣ). 
●​ Harmful, illegal or inappropriate content is automatically blocked. 
●​ Filtering applies to all school-managed devices and the school network. 
●​ All filtering logs and reports contribute to safeguarding evaluation and governance 

oversight.​
 

7.2 Smoothwall Monitoring 

●​ Smoothwall Monitor provides real-time analysis of user activity to detect behaviour 
indicating risk, such as:​
 

○​ Self-harm or emotional distress 
○​ Bullying or harassment 
○​ Attempts to access harmful content 
○​ Indicators of radicalisation 
○​ Attempts to bypass filtering​

 
●​ Alerts are reviewed by designated safeguarding staǣ and actioned in line with 

safeguarding procedures. 
●​ Monitoring supports early identification and intervention.​

 

7.3 Review and Governance 

●​ The DSL and technical staǣ review filtering/monitoring settings at least annually and 
following incidents. 

●​ Reports are shared with senior leaders and governors. 
●​ The system is adjusted as needed to ensure compliance with DfE standards. 

8. ACCEPTABLE USE OF ARTIFICIAL INTELLIGENCE (AI) 

8.1 Principles 



 

●​ AI is used in ways that prioritise pupil safety, data security and responsible learning. 
●​ AI must support learning, not replace pupils’ independent thinking or creativity. 
●​ AI systems will be used only when approved by the Headteacher/Online Safety Lead. 
●​ All AI use must be age-appropriate, transparent and supervised. 

8.2 Permitted Use 

Staǣ may use AI to: 

●​ Support lesson planning, resource creation and diǣerentiation. 
●​ Summarise or adapt content for accessibility.​

Generate ideas, examples or explanations. 

Pupils may use AI: 

●​ Only with teacher supervision 
●​ Only through school-approved platforms 
●​ Only for defined educational tasks (e.g., idea generation, vocabulary support, 

summarising facts) 

Pupil use must never include entering personal data, relying solely on AI for factual 
accuracy, or presenting AI-generated work as their own. 

8.3 Prohibited Use 

●​ Pupils accessing public, unapproved AI services. 
●​ Uploading personal or sensitive data to AI systems. 
●​ Using AI to complete assignments dishonestly. 
●​ Any AI use that bypasses school filtering or compromises safety. 

8.4 Staǣ Responsibilities 

●​ Review all AI-generated content before use. 
●​ Ensure AI does not replace core learning skills. 
●​ Report concerns about AI-related misuse or risks. 
●​ Follow guidance from the DSL and DPO regarding data protection. 

8.5 Leadership and Review 

●​ A DPIA (Data Protection Impact Assessment) will be completed for new AI tools. 
●​ AI use will be reviewed regularly in line with technological developments. 
●​ Governors will receive updates as part of annual safeguarding reporting. 

9. RESPONDING TO ONLINE SAFETY INCIDENTS 

All incidents are treated as safeguarding concerns. The school will: 



 

●​ Record incidents on CPOMS,  using the tag ‘online safety’, ensuring class teachers 
and the computing lead are informed alongside DSLs 

●​ DSLs will take prompt action based on risk, including involving parents, safeguarding 
partners or police where appropriate. 

●​ Preserve evidence safely and avoid further exposure to harmful content. 
●​ Provide pastoral support for those aǣected. 
●​ Apply behaviour and safeguarding policies as required. 

10. DATA PROTECTION AND PRIVACY 

The school complies with UK GDPR and Data Protection Act 2018.​
 This includes: 

●​ Secure use and storage of personal data 
●​ Ensuring third-party services (including AI tools) meet data-protection standards 
●​ Avoiding unnecessary collection or sharing of pupil data 
●​ Providing parents with transparency regarding data use 

11. STAFF CODE OF CONDUCT (DIGITAL EXPECTATIONS) 

●​ Staǣ must maintain a professional presence and boundaries online, ensuring the 
school and West Sussex code of conducts are upheld. 

●​ Staǣ must not contact pupils via personal accounts or social media. 
●​ Staǣ are responsible for the security of school devices and accounts. 
●​ Staǣ must report breaches immediately. 

12. WORKING WITH PARENTS AND THE COMMUNITY 

The school will: 

●​ Provide information sessions and guidance on online safety and AI. 
●​ Share resources via newsletters, website and parent workshops. 
●​ Support parents in managing home digital environments safely. 

13. MONITORING, EVALUATION AND REVIEW 

●​ This policy will be reviewed at least annually by the DSL, Online Safety Lead and 
governing body. 

●​ Monitoring logs, incident records, training updates and filtering/monitoring reports 
will inform improvements. 

●​ Updates will reflect technological developments, statutory changes and lessons 
learned from incidents. 

14. LINKED POLICIES 

●​ Child Protection and Safeguarding Policy 



 

●​ Behaviour Policy 
●​ Anti-Bullying Policy 
●​ RSHE Policy 
●​ Data Protection / GDPR Policy 
●​ Staǣ Code of Conduct 
●​ Online Safety Code of Conduct 
●​ Acceptable Use Policies (Staǣ, KS1, KS2) 
●​ Remote Learning Policy 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

APPENDICES 

KS1 ACCEPTABLE USE POLICY (Years 1–2) 
 

When I use technology at school, I will: 

●​ Only use websites and apps chosen by my teacher.​
 

●​ Keep my personal information private.​
 

●​ Look after devices and not change settings.​
 

●​ Tell an adult if something online worries me.​
 

●​ Understand that the school uses filtering and 
monitoring to keep me safe.​
 

AI use 

●​ I will only use AI tools if my teacher says I can.​
 

●​ I will use AI to help my learning, not to do my work 
for me. 

 

 

 

 

 

 

 



 

KS2 ACCEPTABLE USE POLICY (Years 3–6) 
 
 

When I use technology at school, I agree to: 

●​ Use school-approved devices, platforms and 
accounts only.​
 

●​ Keep passwords and personal information private.​
 

●​ Not attempt to bypass filtering or monitoring 
systems.​
 

●​ Understand that the school uses Smoothwall to filter 
and monitor internet use.​
 

AI use 

●​ Use AI tools only when authorised by a teacher.​
 

●​ Use AI as a support tool, not a shortcut.​
 

●​ Not present AI-generated work as my own.​
 

●​ Never enter personal or sensitive data into AI tools. 

 

 

 



 

ONLINE SAFETY CODE OF CONDUCT – KS1 
 

At Jolesfield Primary School, we behave safely and kindly 
when learning online. 

When I use technology, I will: 

●​ Be kind and respectful to others.​
 

●​ Listen to adults and follow instructions.​
 

●​ Tell a grown-up if something makes me feel worried 
or unsafe.​
 

●​ Look after school equipment.​
 

●​ Remember that adults are there to help keep me 
safe.​
 

This Code of Conduct applies wherever I am learning. 

 

Signed:_____________________ 

 

Date:_______________________ 

 

 



 

ONLINE SAFETY CODE OF CONDUCT – KS2  
 

At Jolesfield Primary School, we behave responsibly and 
respectfully in online spaces. 

When learning online, I will: 

●​ Treat others with respect and fairness.​
 

●​ Act honestly and responsibly.​
 

●​ Speak to a trusted adult if something concerns me.​
 

●​ Follow school rules and instructions.​
 

●​ Understand that my actions can aǣect others.​
 

This Code of Conduct applies at all times, online and 
oǥine. 

 

Signed: _______________________ 

 

Date: _________________________ 

 

 

 



 

ONLINE SAFETY CODE OF CONDUCT – STAFF, 
VOLUNTEERS AND VISITORS 

 

This Code sets expectations for professional behaviour in 
digital environments. 

All adults must: 

●​ Act in the best interests of the child at all times.​
 

●​ Maintain appropriate professional boundaries online.​
 

●​ Use school-approved systems and platforms only.​
 

●​ Protect confidentiality and data.​
 

●​ Use AI tools responsibly and with professional 
judgement.​
 

●​ Never enter personal or pupil-identifiable data into 
AI systems.​
 

●​ Report online safety or safeguarding concerns 
immediately to the DSL. 

Failure to follow this Code may result in safeguarding or 
disciplinary action. 

Signed: ________________ 

Date: __________________ 



 

DATA PROTECTION IMPACT ASSESSMENT (DPIA) 

TeachMate AI – Staǣ Use Only 

1. Organisation and Context 

School name: Jolesfield Primary School​
DPIA completed by:​
Date: DD/MM/YYYY​
Review date: DD/MM/YYYY – at least annually 

AI tool: TeachMate AI​
Provider: TeachMate AI Ltd​
Website: https://www.teachmateai.com​
Intended users: Teaching and support staǣ only​
Pupil access: None 

2. Description of the Processing 

2.1 What is TeachMate AI used for? 

TeachMate AI is an artificial intelligence tool designed to 
support teachers by: 

●​ Generating lesson ideas and plans 
●​ Drafting teaching resources 
●​ Supporting diǣerentiation and scaǣolding 
●​ Assisting with administrative tasks (e.g. drafting text) 

The tool supports professional practice but does not 
replace teacher judgement. 

 

2.2 How the processing works 

https://www.teachmateai.com


 

●​ Staǣ enter text-based prompts into TeachMate AI. 
●​ TeachMate AI generates suggested responses or 

content. 
●​ Staǣ review, edit and adapt all outputs before use. 
●​ Outputs are not automatically shared with pupils. 

No automated decision-making aǣects pupils. 

3. Categories of Data 

3.1 Personal data processed 

Staǣ data 

●​ Work email address (for account creation/log-in) 
●​ User-generated text prompts 

Pupil data 

●​ No personal or identifiable pupil data is intended to 
be entered or processed. 

Special category data 

●​ None 

4. Lawful Basis for Processing 

Processing is carried out under: 

●​ UK GDPR Article 6(1)(e) – Task carried out in the 
public interest​
(education, curriculum planning, staǣ workload 
management) 



 

5. Necessity and Proportionality 

5.1 Why is TeachMate AI necessary? 

TeachMate AI: 

●​ Supports eǤcient lesson planning 
●​ Reduces staǣ workload 
●​ Enables high-quality, adaptable resources 
●​ Supports staǣ wellbeing and eǣectiveness 

5.2 Is the processing proportionate? 

Yes. Use is: 

●​ Limited to staǣ 
●​ Text-based only 
●​ Controlled through policy and training 
●​ Free from pupil-identifiable data 

The same aims could be achieved without AI, but with 
greater workload and reduced eǤciency. 

 

 

 

 

 

 



 

6. Risks to Individuals 

Risk Likelihood Impact Mitigation 

Staǣ enter pupil-identifiable 
data 

Low High Clear staǣ guidance; Code of Conduct; 
training 

Inaccurate or biased AI outputs Medium Medium Mandatory staǣ review of all outputs 

Over-reliance on AI Medium Medium Professional judgement required; 
leadership oversight 

Data stored outside the UK Medium Medium Provider privacy information reviewed 

Accidental inclusion of 
safeguarding data 

Low High Explicit prohibition; prompt guidance 

Reputational risk to school Low Medium Controlled use; SLT approval 

 

7. Measures to Reduce Risk 

●​ TeachMate AI approved by Headteacher and DPO 
●​ Staǣ-only access (no pupil accounts) 
●​ Explicit instruction that: 

○​ No pupil names, SEN data, safeguarding or 
medical information may be entered 

●​ Alignment with: 
○​ Online Safety Policy 
○​ Staǣ Acceptable Use Policy 



 

○​ Online Safety Code of Conduct 
●​ Staǣ training on: 

○​ Safe AI use 
○​ Data protection responsibilities 

●​ Ongoing monitoring of use 
●​ Immediate suspension of access if misuse occurs 

 

8. Children’s Data and Safeguarding Considerations 

●​ No children’s personal data is processed. 
●​ AI outputs are reviewed by staǣ before being 

shared. 
●​ TeachMate AI does not make decisions about pupils. 
●​ Safeguarding responsibility remains with staǣ at all 

times. 

9. Consultation 

●​ Headteacher consulted: ☐ Yes ☐ No 
●​ DSL consulted: ☐ Yes ☐ No 
●​ DPO consulted: ☐ Yes ☐ No 
●​ Governing body informed: ☐ Yes ☐ No 

 

 

 

 



 

10. Decision and Outcome 

Overall risk after mitigation:​
☐ Low  ☐ Medium  ☐ High 

Decision:​
☐ Approved for staǣ use​
☐ Approved with conditions​
☐ Not approved 

Conditions (if applicable): 

●​ Annual DPIA review 
●​ Staǣ training refreshed annually 
●​ Immediate review if the tool changes functionality 

11. Review Arrangements 

This DPIA will be reviewed: 

●​ Annually 
●​ If TeachMate AI functionality changes 
●​ If data-processing arrangements change 
●​ If safeguarding or data protection guidance is 

updated 
●​ Following any data breach or serious concern 

12. Sign-oǣ 

Completed by: ___________________________​
Role: ___________________________​
Date: ___________________________ 



 

Headteacher approval: ____________________​
Date: ___________________________ 

DPO / Governing Body approval: ____________​
Date: ___________________________ 
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